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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with I1SO and IEC, also take part in the work. In the field of information technology, 1ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISQ/IEC Dicectives, Part 2.

Attention is drawn to the possibility that so c i document may be the subject of patent
rights. ISO and IEC shall not be held resporsibl ant g\any or all such patent rights.

9,
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Introduction

All programming languages contain constructs that are incompletely specified, exhibit undefined behaviour,
are implementation-dependent, or are difficult to use correctly. The use of those constructs may therefore
give rise to vulnerabilities, as a result of which, software programs can execute differently than intended by
the writer. In some cases, these vulnerabilities can compromise the safety of a system or be exploited by
attackers to compromise the security or privacy of a system.

This Technical Report is intended to provide guidance spanning multiple programming languages, so that
application developers will be better able to avoid the programming constructs that lead to vulnerabilities in
software written in their chosen language and their attendant consequences. This guidance cahalso be

anticipated problems.

It should be noted that this Technical Report is inherently incomplete. |
complete list of programming language vulnerabilities because new

sufficient probability and consequence.

Furthermore, to focus its limited resources, the worki
comprehensive treatment of several subject areas
include:

e Object-oriented language fea
described in 6.43 /nheritm{;}g[Rl

e Numerical analysisgg;&é? som
6.5 Floating-point Acithmetic [PL

e Inter-language operability

XVi © ISO/IEC 2013 — All rights reserved
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Information Technology — Programming Languages — Guidance to avoiding
vulnerabilities in programming languages through language selection and
use

1. Scope

This Technical Report specifies software programming language vulnerabilities to be(avoided in the development

-critical software.

of systems where assured behaviour is required for security, safety, mission-critjéal and busine
In general, this guidance is applicable to the software developed, reviewed, o

Vulnerabilities are described in a generic manner that is applicable to a biQ AP grgrhming languages.

2. Normative references

sciences and technology
ISO/IEC 2382-1:1993, Inform

9,
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